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1. LIEJIM OCBOEHUS YUYEBHOUN JAUCIATIIVHBI

I_Ie.]'lb npenogaBaHudd TUCHHUIIIMHBI

[lenpro HacTOSIIET0 Kypca SIBISETCS H3YYCHHE COBPEMEHHBIX NMPUHILIUIIOB M METOJ/IOB
3alUTHl  JAHHBIX M KOMIIBIOTEPHOH Oe3omacHocTH TMpu  0o0paboTke uHPoOpMamuu B
BBIUMCIUTENBHBIX  CHCTEMaX, 4YTO SIBISETCA HEOOXOJMMBIM  yCIIOBHEM  oOOecredeHus

KUBHCACATCIIBHOCTH KOMIIBIOTCPHBIX CUCTCM.
33[[3‘11/[ H3YyYCHUA TUCHUIIJIHHDBI

3amayamMu M3ydeHUs Kypca SIBISIOTCS MPUOOPETEHHE CUCTEMaTHU3WPOBAHHBIX 3HAHUHN U
MPEJICTABICHUI O METOJ0JIOTUH, O0ECTIeUnBaIOIIEH KOMIUIEKCHBIN MOIX0/] K TOCTPOCHUIO CUCTEM
3aIUThl MTHPOPMAIIMK W KOMITLIOTEPHOW O€30MacHOCTH B aBTOMATH3MPOBAHHBIX CHUCTEMAX;
MPUHLMNAX TOCTPOCHUSI CUCTEM 3ALIMUTHI, ONMPEAEICHUA CUCTEMHO-KOHIENTYAIBHOIO MOJAX0Aa K
3almTe; crnoco0ax, MeTo1ax M CPeACcTBax 3alluThl MH()OPMALIUK U KOMIIBIOTEPHON O€30MMaCHOCTH.
A Takke yMEeHHE HCIOIb30BaTh OCHOBHBIE MPaBUiIa, KOTOPHIMU HEOOXOIMMO PYKOBOACTBOBATHCA
IPU OpPraHU3alMM 3allUThl; METOJAMHU CO3JAaHHUSI MEXAHWU3MOB 3alUTHI; 3HATH TEPMHUHBI W
OTIpENICTICHUS; aHAJIM3 PUCKA M OIEHKY A()DPEKTUBHOCTH HCIOJIb3YEMBIX CPEACTB U METOJIOB
3aLUTHI.

2. MECTO YYEBHOM JUCLUITJIMHEI B CTPYKTYPE OOII BO

HuctunnuHa «3amura uHbopMamuu» oTHOocuTces K bioky 1 OO6mienpodeccrnoHanbHOTo
Moy pabouero yyeOHoro miuaHa crenuanbHocTH 38. 05. 01. «OxoHOMHUeckas 6€30MacHOCTbY
U U3ydaeTcs OJHOBPEMEHHO C TaKUMHM JMCLUUIUIMHAMHM KaK «AHTHKOPPYNLHOHHbIE
3aKOHOJIATENIbCTBO M MOJUTHKAY», «['ocynapcTBeHHasl CHCTEMa MPAaBOOXPAHUTEIBHBIX OPraHOB)»
Ha YETBEPTOM Kypce B BOCbMOM CEMECTpE.

3. KOMIIETEHLIMMX  CTYJAEHTA, ®OPMUPYEMBIE B  PE3VJIbTATE
OCBOEHMSI YUYEBHOUW JUCLMIUIMHBI / OXUJAEMBIE PE3VJIbTATHI
OBPA3OBAHMA W KOMIIETEHIIMM CTYAEHTA IIO 3ABEPIIEHNU
OCBOEHMUS ITPOT'PAMMBI YUEBHOM JTUCIIATIIVHBI

B pE3YyJIbTaTC OCBOCHUA HOUCHUILNIMHBI CTYACHT JOJIZKCH OGJ’I&I[&TL CJICAYIOIUMHU
KOMIIECTCHI UMM

CnocoOHocThiO  paboTaTh C  pa3IMUHBIMM ~ WCTOYHUKAMHU  HH(pOpMaIuH,
UH(POPMALIMOHHBIMU peCypcaMH M TEXHOJOTMSMH, IPUMEHSITh OCHOBHBIE METOMBI, CIIOCOOBI U
CpeZCTBa MOJYYCHHUsI, XPaHEHUS, TOMCKa, CUCTEMaTH3alnu, 00paboTKu U nepeaayn nHpopMaIuy,
OPUMEHATh B MNPOPECCHOHATIBHOM JEATENbHOCTH aBTOMATHU3WPOBAaHHBIE HH(POPMALMOHHBIC
CHCTEMBI, MHCIIOJIb3yeMble B 3KOHOMHKE, aBTOMATH3MPOBaHHBIE paboume MecTa, MPOBOAMTH
MH()OPMAIIMOHHO-TIONCKOBYIO PabOTy € MOCIEAYIONNM HCIOJIB30BaHUEM JaHHBIX MPH PELICHUH
npodeccronanbHbIX 3a1ad (OK-16).



B pe3ynbTare ocBoeHHs Kypca CTyASHT J0JKEH:
3HaTh: OCHOBHBIC MOHATHS W HANpaBJICHUS B 3aIUTe KOMIBIOTEPHOW MH(POPMALIUH, IPHUHLIUIIBI
uHpOopManuy, KJacCu(UKAUM W IPUMEPHI 0e30macHOCTH

3alIUThI MMPUHIUIIBI

yrpos

KOMIIBIOTCPHBIM  CUCTEMAM, COBPEMCHHBIC IIOAXOJbI K 3alluTC IMPOAYKTOB MU CHUCTEM

I/IH(l)OpMaHI/IOHHI)IX TeXHOHOFHfI, pE€alIN30BaHHBIE B HeﬁCTBYIOIHHX OTCYCCTBCHHBIX H

MEXIYHApOAHBIX cTaHgaprax WT-0e30macHOCTH, OCHOBHBIE WHCTPYMEHTHI OOECTICUCHHUS
MHOTOYPOBHEBOI 0€30MacHOCTH B MH()OPMAIIMOHHBIX CHCTEMAaX.

YMeTh: KOHOUTYPUPOBATh BCTPOCHHBIC CPEICTBa OE30MACHOCTH B OINEPAIMOHHOW CHCTEME,
NPOBOJUTh aHAJHN3 3AIUIIEHHOCTH KOMITBIOTEPAa M CETEBOM CpPE/Ibl C MCIOJIb30BAHUEM CKaHEpa
0C30MMaCHOCTH; yCTaHABIMBATh U UCIIOJIB30BATh OJHO M3 CPEICTB ISl IudpoBaHus WHOOPMALIUN
W OpraHm3alii OOMEHa [aHHBIMH C WCIIOJIb30BAHHEM JJICKTPOHHOW HHU(POBON IOAIHKCH;
YCTaHABJIMBATh U KCIOJB30BATh OJIMH U3 MEXKCETEBBIX SKPAHOB; YCTAHABJIMBATh U HACTPAHBATh
NpOrpaMMHOE OO0ECIIEYCHUE I 3allUThl OT BPEIOHOCHOTO MMPOrPAMMHOIO OOCCIICUCHHUS;
HACTPOUTH HHCTPYMEHTHI PE3EPBHOTO KOITMPOBAHUS U BOCCTAHOBJICHUS HH(DOPMAIIHH.

Baagern: mMerogaMu ayauTta 0€30MaCHOCTH HMH()OPMAIMOHHBIX CHCTEM, METOJaMU CHCTEMHOTO
aHanM3a UHQOPMAIIMOHHBIX CHCTEM.

4. CTPYKTYPA U COJEPXKAHUE YUYEBHOM JUCLIATTJIVHBI

OO6m1ast Tpy10€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 Kpenuta, _144 gaca.
Ne Paznen yueOHoM H Buns! yueOHOU AeATEIEHOCTH, Texymmuii Arttectanusi| MakcuMmanib
n/m JVCIUTITHHBI e BKJIFOYast CAMOCTOSTEIbHYTO KOHTPOJIIb paszmena | HbIH Oami 3a
I paboTy CTyIeHTOB 1 ycreBaeMocTH|  (Hedeis, paszen *
e TPYAOEMKOCTb (B acax) (Hedens, ¢opma)
| Jlexruu Ipakr. JIa0. ¢opma)
u 3aHATH/ | paboThHI
CeMUHApPbI
_8 cemectp
1 | Aramms 1-4 2 8 -
KOHLETITYaIbHBIX
MOAXOA0B K 3allUTe
nHpOpPMALTIT B
cucremMax 00pabOTKH
JIAHHBIX.
2 | Amanus cpencrts 5-7 4 10 4, ToMamIHss
3aIUThl HHGOPMAIIHH. - pabora 10
3 | Heiirpanusarms 8-10 2 8
M3JTy4eHUI 1 HABOJIOK. -
4 | Kpunrorpapuyeckne | 11-14 4 10 11,14 30
METOIBl W  CIOCOOB] - KOHTpOJIbHA
3aKPBITHS s paboTa
nHpopMaLuH. Nel u Ne2
N3yuenue 3|
MpaKTHIECKast
peanuzanys
COBPEMEHHBIX
METOJIMK 3aIIUTH]




No Paznen yueOHoi H Bunbl yaeOHOM nesTeTbHOCTH, Texkymmuii | Atrectamuss| MakcuMaib
/i JHCLATUTHHB e BKJIIOYAs CAMOCTOSTEIILHYIO KOHTPOJIb paszena | HbIi Gair 3a
I paboTy CTYyIeHTOB H ycreBaeMocCTH|  (Heleis, paszen *
e TPYAOEMKOCTb (B Yacax) (Hedens, ¢opma)
b) Jlexuu Ipaxr. JIab. ¢opma)
u 3aHATUS/ | PabOTHI
CEeMUHApPHI
KOMIIBIOTEPHOU
HHPOPMAITIH.
5 | Mopsmox pa3paborky 15-16 2 8 - 16, 10

MEXaHU3Ma  3aIlUTBhl. MpaKTHYeCKas]

AcuMMeTpHYHas pabora

KkpunTorpadus il

JNEKTPOHHAs

1dpoBast MOMUCH.

6 | Cuctema  mpaBoBoro 17-18 4 10 -

perynupoBaHus B

o0nacTu 3aIIUTH]

HHPOPMAITIH.

OK3aMeH 0-50

HWroro 3a 8 cemectp: 100

* 100 6annos 3a cemecmp, 8KII0OYAS 3a4em UIU IK3AMEH.

Coaep:xaHnue TeM JIEeKIIUOHHBIX 3aHATHI
2.1 BBenenue.

- Ilpenmer u cTpykTypa Kypca. CBsizb cO CMEXHbIMU Kypcamu. IIpoGiembl 3amuTsl
uHpOpMallMM B cHCTeMaX »3JeKTpoHHOM oOpabotku naHHbIX (COJl). AcmekTsl
ysi3BUMOCTH uH(popMauuu. [Ipumepsl HecankumoHupoBaHHBIX AeiictBuii B CO/I.
[Tyt HecaHKUMOHMPOBAHHOTO TNoOdydyeHuss uHPopmanuu. HaumbGonee BeposTHbBIE
KaHAJIbl YTeUYKd WHGOpPMAMK W OpPTaHU3aIlMH HECAHKIIMOHHUPOBAHHOTO JIOCTYyNa K
3alMIaemMbIM JaHHbIM. Kitaccudukanys kaHaloB yTeukd HHPOPMALIUH.

2.2 AHanu3 KOHIEMNTYyaJbHBIX MOAXOJOB K 3amuTe WHGOpMalMu B cHcTeMax o00paboTku
TAHHBIX.

- Otanbl pa3BuTUs npoOsiemsl 3amuTsl nHGopmanuu B COJl kak caMOCTOSTEIBHOIO
HarpaBJeHus. XapakTtepuctuka odrtanoB. OcobeHHocTd. (OCHOBHBIE MEXaHH3MBI
3alUTEl Ha KaxxaoM drtamne. Teopema Xappucona. CHCTEMHOCTh MOAXOJAa K CaMOM
npobnemMe 3anuThl nHpopManuu. L{eTocTHBI MeXxaHU3M-CHCTeMa 3aluThl. Moiensb
3alIUThI- 3alMTHBIE mosica. CTaHmapTu3anys B OOJIACTH 3alMThl WH(POpPMALUU.
OcCHOBHBIE TEPMUHBI U ONPEJIEIICHUS.

- O630p “OpamxeBoil kHurn”. YpoBuu “OpanxeBoit kuuru”. KpaTkas xapakrepucTuka
ypoBueir D,C,B,A. Ilporpamma kommbioTepHO#l Oe3omacHoctTn DOE. DnemeHTsHI
IpOTrpaMMBbl: YIpPaBJIeHHE PHUCKOM; TpeOOBaHHUS M PYKOBOJCTBA - MHIEKCHI 3aIHUTHI
(Protection Index - PI); ctpykTypa ympaBieHus OOeCIEYeHHEM KOMITBIOTEPHOM
6e3onmacHoctu. Ilman OGesomacHoct DOE. Conepxanue 1iaHa 0e30MaCHOCTH:
BBeleHHe;, crenudukanus TpeOoBaHWN  O€30MACHOCTH; OMHMCAHUE CHUCTEMBI;
ylpaBiieHUE KOH(UTYpaLUel; pUCK U YA3BUMOCTb; MEpbl 0€30MacHOCTH.

2.3. AHanu3 CpeaCTB 3alUThl HH()OpMAIIH.

- Knaccudukanus crmocoboB u CpeacTB 3alIUThl HHPOPMAIIUU: CTIOCOOBI - MPETSITCTBUS,
yIpaBlIeHUE,  KOAWPOBaHHME  HWH(POpPMAIMH,  perjiaMeHTalus,  MPUHYKICHUE,
nmoOyXJeHue; cpencrtsa - ¢GopMmaibHble ((pU3MUECKHe, almapaTHbIE - TEXHHUYECKHUE;
MporpaMMHEbIe), HedopManbHbIE - OPTaHU3ANHOHHBIC, 3aKOHOAATEIbHBIC, MOPAIBHO-
ITHUYECKHE.



- Texunyeckue cpeacTna 3amuThl HHPopManuu. OOBEKTH IPUMEHEHHUS U 33]a4d CPEACTB
¢usnveckoit 3ammThl. KpaTkas XapaKTepHCTHKa CpeICTB (U3UYECKOH 3allUTHI:
JATYUKH PA3TUYHBIX THUIIOB; Tele- U ¢ortocuctembl Habmonenus; CBY- u
PalMOJIOKAIIMOHHBIE CHCTEMBI; JIA3EPHBIC CUCTEMBI, ONITUYECKUE CHCTEMbI B BUIMMOM
4acTH CIIEKTpa; AaKyCTHYECKUE CHCTEMBI; YCTPOWCTBA MAapPKUPOBKH; KaOCIbHBIC
CHCTEMBI; YCTPOMCTBA C MICHTH(PUKAIMOHHBIMUA KapTaMH; CUCTEMBI OIO3HABAHUS TI0
roJIocy, 1o OTHeYaTKaM MajibleB, 0 MOYEpPKY, 0 TEOMETPHH PYKH, 110 CETYaTKE Iiia3a.

- AmnmaparHbele CpeICTBa 3allMThl MH(QOPMAIMU, TPUMEHSIEMbIE B IEHTPAILHOM
npoueccope, B O3V, B mpoleccope ynpaBieHUs BBOJAOM-BBIBOJIOM, B YIPaBICHUU
BHEIITHUMH 3aIIOMHHAIONIMMH YCTPOHCTBAMHU, OOIIUE alllapaTHbIE METOIbI 3aI[UTHI.

2.4. Heiltpanu3zamus U31y4eHU U HABOJIOK.

- bezonacHocTh u3nydeHuit 1 HaBoAok oT cpeacTB DBT. CTpykTypa 31eKTpOMarHuTHOTO
U3IIy4eHUsl JUCIUIes. OHEPreTUYEeCKUM CHEKTp Buicocursaina. BoccranosieHue
UHPOpPMALIUKM 1O  DJIEKTPOMATHUTHOMY  W3Iy4deHHto jaucruies.  [loBeimenue
0€30IIaCHOCTH ~ JJIEKTPOMAarHUTHOTO  HW3Iy4deHus  jauciules.  be3omacHOCTb
AJIEKTPOMAarHUTHOIO W3JIy4eHUs KaOenell mnepenaun AaHHbIX. HaBoaku Mexay
POBOJIAMH U KaOesIMHU.

2.5. Kpunrorpaduieckre METOIbI U CIIOCOOBI 3aKPBITHS WH(OPMALIUU.

-Tepmunonorust u Hekoropele nomymeHus. Kpunronorus. Ilpasmio Kepkxoddda.
[TorpeGHOCTH B Kpuntonoruu. Ilepuonsl passutus kpunrosnoruu. lugp Bepnama. Kox
bono.

- [lu¢ppoBanue nHpopmanuu MeToaoM 3amenbl. Tabnuubsl Buxunepa. [pumep.

- [lludposanue no meroay nepecraHoBku. Mapuipytsl ['amunbroHa. [Ipumep.

-llludpoBanue meronoM rammupoBanusi. [IpaBuia JOrMUEcKOW SKBUBAJIEHTHOCTH MU
JIOTUYECKON HEedKBUBaNIEHTHOCTH. [Ipnmep.

- llludpoBanue ¢ ucnosb3oBaHUEM METOI0B anredpsl Mmatpuil. [Ipumep.

-AnmapaTtHas ~ peanusauus — KpunrtocucreM. Ilpumep  anmapaTtHoOM  peanu3anuu
kpuntocucremel. Cxema mmudparopa “Lucifer”. Anroputm mmudpoBaHus u
pacudpoBanus. [IpenmyiecTsa anmnapaTHON peanu3alny aaropuTMa mMuQpoBaHus.

-3apoxnaenue craHgapra mudposanus naHHeix DES (Data Encryption Standard).
HIudpoanue nanueix. Mojens kpunrorpaduueckoi cucremsl. Borpocs! [llenHOHa 0
CTOMKOCTH KPUIITOCUCTEM C TEOPETHUYECKON U MpaKTU4EeCKOW Touek 3peHus. CTanmapt
mmdpoBanus gaHHBIX. CTpyKTypa cTaHaapTa mudpoBaHus.

-Kpunrorpaduueckue cucreMbl ¢ OTKPBITBIM KiIIOUOM. Vcronb3oBaHHe HEOOPATUMBIX
Wi oaHOCTOpoHHUX (QyHKiui. Kpuntocucrema P. Pusecra, A. Illamumpa, JI.
Anenbmana (RSA) ¢ kimtogoMm oOmiero nonbs3oBanusi. Konnenuus merona RSA. Ipumep
mmdpoBanus u pacumdposanuss MetogoM RSA. CroiikocTs Kpunrorpaduueckux
CHCTEM C OTKPBITHIM KIIIOUOM.

-Kpunrocucrema Ha oOcCHOBE MaTeMaTHMUecKol Teopuu Xxaoca. lcnombp3oBaHue
JIOTUCTHUYECKOIO YpaBHEHHS B KOHEUHBIX Pa3HOCTAX KaK OJHOM W3 MIpOCTEHIINX
HEJIMHEHHBIX (QYHKIMHA, 00JIaalouX Xa0THYeCKUMH cBoicTBaMU. CTPYKTypHas cxema
anmnapaTHOM peanu3aluu cucTeMbl mH@poBaHus. HoBble HampaBiieHus HpUMEHEHUs
KPUNTOTpapUUECKUX METOI0B 3AIIUTHI - SJIEKTPOHHBIE KIIFOUEBbIE MOJITUCH.

-OTedecTBeHHBIN  cTaHAapT Ha mudpoBanne maHHplx - [OCT  28147-89.
CeprudunmpoBannas cucrtema Kpunrorpaduueckoit 3amutsl uHpopmarmu (CK3M)
“Bep6a”. Momuduxanmun CK3U “Bepb6a” - “Bepba - 07, anmapaTHO-TIporpaMMHBII
komiuieke  “Turan”, koMmIuiekc kpuntorpapuueckux cpeactB 3anmrtel  (KKC3)
nHpopmanuu “AuTapp”’. Kparkas xapakTepucTHKa.

2.6. ITopsok pa3pabOTKH MEXaHU3Ma 3aIIHTHI.
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- OpFaHI/I3aI_II/IOHHI>Ie MCpBI 3alllUTBl W TOPSAOOK pa3pa6OTKI/I MEXaHu3Ma 3alluThl.
[Iporpamma BHEIpPEHHs CPEACTB, METOJOB M MEPONPHATHI MO 3aIIUTe WHPOPMAIIHH.
[Topsimok pa3paboTKu MEXaHW3Ma 3aIIHTHI.

2.7. Cuctema nmpaBOBOTO PETYIMPOBAHUS B 00JIACTH 3AIUTHI HHPOPMAITHH.

- TD'paxpanckuii  komekc Poccuiickont ®epepanuu. PenepanbHbli  3akoH  “O
rocynapctBeHHoi taitne”. Koncturynus Poccuiickoit @enepannu. 3akoHOAATEIbHbBIC
aktel: ['paxpganckuii  Kogekc Poccuiickoit ®enepanuu, YronoBHbid Koaekc
Poccuiickoit  ®enepanuu, DenepanbHble 3akoHbl. OCHOBHBIE 1IE€JHA  3alIUTHI
nH(popmaIuu, onpeaeaeHHbIe 3aKkoHoAaTeNbHO. [lomexkammas 3ammure nHGOopMaIHs.

5. OBPA3OBATEJIbHBIE TEXHOJIOT' M
IT — MeTonOsl:
— TpaKTHYeCKue/CeMUHapcKue 3aHsATHsI — 36 Jacos,;
— camocTosTeNbHas paboTa cTyIeHTOB — 36 4acos.
UccnenoBarenbckuit MeTo1 — paboTa HaJl JOMAIIHUM 33JJaHUEM.

6. OLIEHOYHBLIE CPEJICTBA JJI1 TEKYIIEI'O KOHTPOJIA YCIIEBAEMOCTH,
[TPOMEXYTOYHOM ATTECTALIMN 10 UTOI'AM OCBOEHUA
JUCHUITIMHDBI n YYEBHO-METOIMYECKOE OBECIIEYEHHME
CAMOCTOSTEJILHOM PABOTEI CTYJIEHTOB.

OrLieHOYHBIE CPEICTBA JUISl TEKYIIIETO KOHTPOJISI YCIIEBAEMOCTH, MPOMEXYTOYHOM aTTeCTaIluu
M0 UTOT'aM OCBOCHHMSI IUCIUIUIMHBI M y4eOHO-MeTouuecKoe 00ecrneueHne caMoCTOsATEbHON
paboTHI CTY/IEHTOB MPECTaBICHBI B JOH]IE OIEHOYHBIX CPEJICTB.

YYEBHO-METOJIMYECKOE M MH®OPMAIIMOHHOE OBECIEYEHHME YYEBHOM

JIACLIUTUIMHBI

a) OCHOBHas JIuTeparypa:
1. AckepoB T.M. «SD Hudopmaruka» (dacts 6. UHpopmaronHas 6e301MacHOCTb U 3aIlluTa

uHdopmanun) — Tepmuka, MockBa. [3eKTpoHHBII pecypc]

7. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOM
JIACHUTUINHBI

Aynuropust Ne201, ocHalieHHasi 3KpaHOM, IPOEKTOPOM U KOMIIBIOTEPOM.



